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Introduction - GPS as Military Enabler

e Military(L1 and L2, Y-code)
— C4ISR critical enabler
— Aircraft, Ships, Tanks, Missiles, munitions
— Precision targeting
— Robotics
— Surveillance, UAV’s
— Timing — Secure comms networks/ systems
o Commercial (Mostly L1 C/A code)
o — Vehicletracking, In-car, personal navigation,
— mobilephones
— Precision Survey (L1 & L2 codeless)
— Farming
S " ¢ Timing(L1 C/A code)
— Communications(mobile, satellite),
— Power Grids,
— Financial transactions

— Timing is the leading and fastest-growing use of
GPS




Introduction - GPS Vulnerability

GPSis vulnerable to:

s Non-intentional Interferences
» Signal blockage (building, terrain)

s Interferences due to:
Telecommunication equipment
TV broadcasting

Mobiles satellite services

UWB systems

Military tests

=

)

-

-

=

» DeliberateJamming (state/non-state actors)

DRDC IRDDC
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GJ02
Car GPS Jammer
> Portable small compact & robust

> Easy to operate,no adjustment needed
> Jamming GPS signal to prevent from being tracked

> No harm to human health

GJOo1

Mini GPS Blocker

> Portable,small,compact & robust
> Easy to cperate, no adjustment needed
> Jamming GPS signal to prevent from being tracked

> No harm to human health



Introduction — GPS Vulnerability

w Exampleplansavailablefrom internet: A2 MHz Narrowband jammer
(more effective than simple CW)

= Could be built by any competent electronics tinkerer

GPS Jammer

Noise Jammer for the L1 GPS Frequency (1575.42 MHz)

Phrack Magazine, Issue #60
www.phrack.org

DRDC IRDDC



Introduction — GPS Protection "
&

Controlled Reception Pattern Antenna (CRPA)

= A CRPA is a multi-antenna system with a signal processing unit having the
capability to mitigate jammers

DRDC IRDDC




Introduction — GPS Protection: CRPA

The design of Controlled Reception Pattern Antenna requires R&D in
various related technological areas :

s Elementary antenna and antenna arrays
s Antenna system architecture

= RF and digital electronic

= Signal processing

» Implementation / Integration

, _REFrontEnd _=— AD_—
— _RFFonténd _—— AD = P

w RF FrontEnd = A/D =m__———  Signal 'E D/A
g . Processing

DRDC IRDDC




Outline

s Introduction
s CRPA project at DRDC Ottawa

s AntennaArray

m Signal Processing

s GAJET: An Evaluation Test bed for GPS Anti-Jam System
= An AJ simulation tool
s Concluding Remarks

DRDC IRDDC




CRPA project at DRDC Ottawa

s R&D on antenna arrays
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t at DRDC Ottawa
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CRPA project at DRDC Ottawa

s Signal Processing

Signal Processing
Digital Data Algorithm Algorithm Implementation Hardware
Formating Development (Software / Hardware) development
Down-conversion Beamforming FPGA / DSP FPGA / DSP board
Sampling Null steering Softcore, Hardcore
Numerical Filtering Direction Finding




Outline
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m CRPA project at DRDC Ottawa
m GAJET: An Evaluation Test bed for GPS Anti-Jam System

= Overview
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s Signal Processing
» A Case Study

= An AJ simulation tool
s Concluding Remarks
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GAJET - Overview

= GAJET (GPS Anti-Jam Evaluation Testbed) is a CRPA where each hardware and software
componentcan be individually modified resultingin a customizable system that can be
used to test improvements to any sub-systems

Acquisition and

recording system
Software GPS

Receiver

. Real data acquisition

. Processing of real or simulated data
. EP system verification

GPS receiver

Il

DRDC IRDDC
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GAJET - Overview

Main Component: data acquisition and recording (and playback) system

m GAJETC/A s GAJETP(Y)

- 8 channels - 16 channels

- 14 bit ADC - 16 bit ADC, Fs =130 MS/s
- Fs =125 MS/s max per channel . 4 FPGA (Xilinx Vertex 5)

- 4GB internal memory . 16 bit DAC, Fs = 500 MS/s

- 10 TB storage capacity - 30 TB storage capacity




GAIJET - Antennas

= Different kinds of antennas are needed depending on the platform, the considered frequency bands
(GPS L1, L2, L5) and the use of polarization discrimination or not.

[

= Radiating element specifications:
Frequency bands: at least L1 and L2;
Radiation: Omni-directional with strong attenuations at the horizon (£90°);
Polarization: Right Hand Circular Polarization;
Other:
s Act as afilter
» Feeding system compatible with electronic circuit integration.

< - 1

L]

L |

L

L
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GAIJET - Antennas

= Aperture-Coupled Stacked Patch Antenna
(Carleton Univ.)

m Folded Printed Quadrifilar Helix Antenna
(RMC, Univ. of Rennes)

s Hybrid Dielectric Resonator Antenna
(RMC)

DRDC IRDDC
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GAIJET - Antennas : Stacked Patch

A 3 layers of substrate material
I 2layers 3.05 mm thick, Er =2.94
I 1layer1.9mm thick, Er =9.8

A Upper patch size : 64 x 64 mm?

A Lower patch size : 42 x 42 mm?

A Slot size : 42 x 2 mm?

A Substrate footprint : 107 x 107 mm?

DRDC IRDDC _ 16




GAJET — Antennas : FPQHA

Antenna printed on a thin film of dielectric material, rolled around a
foamcylinder (Er # 1)

The feeding circuit is realized on two layer of high permittivity material
(Er=9.8,t =0.635 mm)

Cylinderheight: 130 mm

Cylinderdiameter: 36 mm

o o o Do Do

Feeding circuit footprint : 50 x 50 mm?

DRDC | RDDC ’
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GAJET — Antennas : HDRA

Antennarealised with a Er = 10 dielectric material

The feeding circuit is realized on FR4 material (Er =4.4, t=0.762 mm)
Resonator dimensions: 50 x 50 x 24 mm3

Slot dimensions: 41 x 9.4 mm?

Slot offset from centre : 19.1 x 7.1 mm?

To Io Io Do Do Do

Feeding circuit footprint : 160 x 160 mm?

o
!

DRDC IRDDC




GAJET — Antennas : small HDRA

Antennarealised with a Er = 30 dielectric material
The feeding circuit is realized on Er = 10 dielectric material
Resonatordimensions: #38.1 mm x 15 mm

Arc shape slot

To o Io Io I»

Feeding circuit footprint : 100 x 100 mm?

DRDC IRDDC
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GAJET — Antennas : Radiation Patterns

Freq=1.575 GHz 0°
Eclon

Frequency =1.575 GHz
-a0®

A RN 11
(1.575 GHz)

-90°

Freq=1575 GHz

-120° a0

— phi=0" plane

phi=45° plane [~~~1-—""
phi=90" plane

180°
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GAJET — Antennas : Characteristic Summary

A Overall, the three radiating elements exhibit very good characteristics for GPS/GNSS
applications.

A Dependingon the required performance and the targeted platform, tradeoffs should
be made to select the most appropriate antenna.

GNSS Bandwidth Patch HDRA FPQHA
coeRﬂeifclzie:rio(IcllB) =7 =-14 =-12
Gain %BB%"@“%“ > 1.0 > 135 > 1.6
HPBW (deg.) 90 90 160
AR @(EB";TESigh" <33 <16 <20
Comment Low profile prgg?:gibrlnem) Imp(?g%n;}j)i ght

DRDC IRDDC




GAJET — Antennas : Patch Array

Patch_L25layer =~ — —

RO 6002 materia| /

Blanklayer
Patch_L1layer —»

RO 6002 materi
Blanklayer

Ground with crossed slots %

Feedlinelayer

DRDC IRDDC
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GAJET — Antennas : Patch Arrays

DRDC | RDDC
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GAIJET - Signal Processing : Digital Filtering

= Filter

Fs =50 MS/s : “,
Y &
Rejection: 20 dB

(I

L]

(I
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0
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GAIJET - Signal Processing : Null steering

B Fitat

=

File About

Data type |—

Data file
‘generic name

Specify channel name(s)

Channel combination

01,03,05,07

|:| Multi-processor

Reference channel |01 >

() System test

Visualize data

Remove header and/or combine channels

(@ Data processing

() Power inversion

|:| Save channel #

01,03,05,07

() Auxiliary element power minimization

() Generalized power minimization

() Batch

Specify a text file containing project filenames

L'l

&

Sample type
int16 ~)
Data sampling rate

=0 Mbps

Window size
(number of samples)

M2

File length to process

10 %

Plot data

Versus frequency

Versus time

—

Clear

Execute

DRDC IRDDC
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dBm

dBm

dBm

dBm
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GAJET - System Verification

m Existing GPS Receivers

DRDC IRDDC
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GAJET - System Verification

= GSNRx™ (GNSS Software Navigation Receiver)
(University of Calgary)

Receiver Time : 393396.3G3

Latitude H 45 56 43.38794 North Uelocity
Longitude : —-77 19 508.683571 East Uelocity :
Height H 20.771 m Uertical VUelocity =
Clock Bias = 24.195 m Clock Drift

NDOP: @A.75 EDOP: 0A.98 UDOP: 2.41 GDOP: 3.15

Signal State C/No <{dB-Hz> PLI Bit Nav Eph Track Doppler <(Hz)
LiCA PLL 41 .17 Y 8.99 ' b'¢ 18.6 -2669 .486
L1CA PLL 45.12 5 .00 b 18. 456 .962
L1iCA PLL 41 .35 3 .99 b 4 18.5 2398.731
L1CA PLL 42 .12 ¢ .29 by 18. 3276 .521

,
Y

m/s
mn/s
m/s
m/s

L1CA PLL 38.87 g .99 18.:2 2446 .743
L1CA PLL 32.95 . .28 ) 16. 2851.336
L1iCA PLL 48.57 5 299 ¥ 18.2 -28168.859

L1CA Wide FLL 19.12 -8. .38 N 8.26 2356 .631
L1CA PLL 37.74 - .26 N 4. -568.231

DRDC I RDDC



GAJET - Summary

= GAJET (GPS Anti-Jam Evaluation Testbed) is a CRPA platform whereby each hardware and software
component can be individually modified resulting in a customizable system that can be used to test
improvements to any sub-systems

RF frontend J‘
RFfrontend !
RF frontend

RF frontend

\ 2 4
p— Acquisition and
: recording system

v

Software GPS
I Receiver




GAJET — A Case Study

s Array of 4 radiating elements
w3 jammersat L1
a Verification with GSNRx

DRDC IRDDC 29




GAJET - A Case Study

s Array of 4 aperture-coupled stacked patch antennas




GAJET - A Case Study

Sky Plot

00

s Satellites in Visibility

Visibility

All Satellites

270°
Station Petawawa, ON North 45° 58" West 77" 19" Height Om  Elevation cuteff 0% Obstacles 0%
DH DG I H DD E Time 06/05/2010 05:00 - 06/05/2010 10:00 (UTC-4.0h}) Satelites 30 GPS 30 [Almanac.alm (30/07/2010]
EEEEEEES 31




GAJET - Signal Captures with GAJET C/A

e Signals captured simultaneously
using GAJET C/A

e Nojammers

P3

DRDC I RDDC

Latitude
Longitude
Height

Clock Bias :

Signal State
Lica

LicA

LicC

Li

Lica

Lica

Latitude
Longitude
Height
Clock Bias

State

Latizude
Longitude
Mo Sy
Clook Fian

Latizude

Port4

State

Receiver Time

@ 00 90.00000
@ 06 00.06000

EDOP: 0.60
C/No <dB-Hz>
41.66
437

Receiver Time

56 43.38794
19 58.83571
928.771 m
24.195 m
NDOP: 0.75

C/No <dB-Hz> FLI
41. 8.97

EDOP: 0.98

Fooelver Tine

B -
ELN mor:
N AR =)

EDOP: 0. 6%
<Ap-H2> FLI

UDOP: 6.068

UDOP: 2.41

393396.304
North Uelocity
East Uelocity
Uertical Uelocity
Clock Drift

GDOP: @.60

Bit Nav Eph

- L ¥

3
N

Track Time (s>
18.60

393396.303

North Uelocity
East Uelocity
Uertical Uelocity
Clock Drift

GDOP: 3.15
t Nav Eph Track Time <s)>
¥ 10.62

193396, 7184

Nopeh Unl
Fast Uniog v £
Unptioal Unlooiey =
Clock Bwife : Mo

CRE GROF: B .8

Nau  Bph Track Timm
v un

Morth Uelocity

ast Velooity
Usrtical Veleoity
lock Deifc s

apoP: 2,%%
Eph Track Tine <5)

"
W

i
|

"

¥.e

¥osa

"

Doppler <
~2669

Hz>
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GAJET - A Case Study

270°
270°

DRDC | RDDC
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GAJET — A Case Study

Receiver Time : 393396.3064

PO rt 1 Latitude 08 006.60000 North Uelocity 6.0008
Longitude B8 86.086000 East Uelocity 0.08060
Height 08.0808 m Uertical Uelocity 0.0080
Clock Bias 8.668 m Clock Drift 8.08008

NDOP: @.68 EDOP: ©6.080 UDOP: 6.060 GDOP: 6.080

Signal State C/No <(dB-Hz> Bit Nav Eph Track Time (s> Doppler <(Hz>
LicCA PLL 41 .66 a. a. b4 18.68 457.646
LiCA PLL i g 3 b4 18.57 2390.768
LicCAa PLL 3 : 1 ¥ 18.53 2851.0893
LiCA PLL b4 16.48 -2678.576
Lica PLL N 6.99 3282.183
LiCA FLL+PLL N 6.93 -2821.966

Receiver Time : 393396.38@3
Latitude 45 56 43.33784 North Uelocity
Longitude =77 19 50.10610 East Uelocity
Height 165.021 m Uertical Uelocity
Clock Bias 29.250 m Clock Drift
NDOP: @.69 EDOP: 0.780 UDOP: 1.73 GDOP: 2.26

ate C/No (dg—Hz) FLI PLI Bit Nav Eph Tracg Time (s> Doppler <(Hz>
 § 2

Signal St
LiCA PLL 42 .7 8.98 8.99 ¥ .62 -2670.874
LiCA PLL 45 .38 8.97 8.99 16.68 457.482
LiCA PLL 46 .92 8.99 1.00 18.57 2398.742
LiCA PLL 44 .34 8.99 1.60 18.58 2851 .602
LicCA PLL 39.26 8.94 8.99 108.49 3277.468
LiCA PLL 38.2: B8.96 8.98 18.49 -2816.6885

L1CA PLL 37.58 8.93 8.99 4.92 -578.631
LiCA Wide FLL 6.86 -8.11 8.89 8.82 -30883 .583
LiCA PLL 36.20 8.93 8.98 4.87 2445 .877?
LiCA FLL+PLL 35.78 6.64 8.17 2.62 3131.668

DRDC I RDDC



GAJET - A Case Study

Port1

270°

DRDC | RDDC

P1

270°

Port 1 after digital filtering
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GAIJET — A Case Study : scenario

e Signals captured simultaneously
using GAJET C/A

e 3CW jammers

DRDC IRDDC
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GAIJET — A Case Study : digital processing

= Null Steering after digital filtering

B Fitat

= || = |

File

About

Data type | — =

Data file
generic name

-

[C] Mutti-processor

=]

Specify channel name(s} 01,03,05,07 Reference channel |01 -
Channel combination
) System test Sample type
Remove header and/or combine channels int15 ~]

Visualize data

Data sampling rate

() Power inversion

[] save channel# 50 Mbps

01,03,05,07

Window size

71 Auxiliary element power minimization

") Generalized power minimization

{number of samples)

202

") Batch

Specify a text file containing project filenames

File length to process

10 %

Plot data Wersus frequency

Wersus time

Close window

Execute

DRDC IRDDC

dBm

dBm

dBm

dBm

dBm
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Freq. (MHz)
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GAJET — A Case Study :System Verification

Receiver Time : 484936G.386

Latitude 56 43.18226 North Uelocity
Longitude 19 49.96214 East Uelocity
Height 113.863 m Uertical Uelocity
Clock Bias 41 .086 m Clock Drift

NDOP: 6.83 EDOP: 0.88 UDOP: 1.54 GDOP: 2.29

Signal State C/No <(dB-Hz> B
LiCA PLL 43.58
LiCA PLL 42 .78
LiCA PLL 42 .99
LiCA PLL 44 .64
LiCA PLL 48.25
L1CA PLL 39.91
LiCA Narrow FLL 35.27
L1CA FLL+PLL 35.56
LiCA Wide FLL 38.56
L1CA PLL 39.13
LiCA Wide FLL 8.668

t Nav Eph Track Time (s> Doppler <(Hz>
¥ b4 o 2171 .527
¥ ¥ 3 -3473.124
b 4 b 4 o 9?5.617

¥ 2 -2763.192
¥ o -2978 .482
¥ % -2248.361
¥ . -1558.864
¥ . 2924.092
¥ . -3193.721
¥ v -1884.743
' 3 3887.872

" e

e e®
|

000 ®

ZZZTICrCrCrCH
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Outline

s Introduction

= The Global Positioning System (GPS)

m CRPA project at DRDC Ottawa

= GAJET: An Evaluation Test bed for GPS Anti-Jam System

a An AJ simulation tool

m Conclusion and future work

DRDC IRDDC
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An AJ Simulation Tool

= Our Al simulationtool is based on PAASoM (Phased Array Antenna Software tool in
Matlab). It is an analysis and synthesis tool for phased array antennas.

= With PAASoM, one can study phased arrays of any geometry and lattices in considering
the characteristics of the radiatingelements, amplifiers and phase shifters.

» Radiation patternscan be generated considering several beam and/or nulls.

B pamom - gt x|
Fle  fetults Progect Window  About -
S | 2
R;) 'l = — — ‘ paasom-data (Array Factor) 90°
it N 4 s\ | Amay Coaracteraies “ ]
4 2 ' o O o / ’rI
N et [ -
B Prase Shfters l
- T T Torw Detuy (I1de ﬂ
| o
_penem | _ potwg sptens |

Aasyas vehoo |
- dwchar || Guorprmect | stowen ( taecie l

DRDC IRDDC
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AnAJ Simulatio»n Tool
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B Protmecnt

Problem definition
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An AJ Simulation Tool : Beam-forming and Null-steering

® e 3x2 rectangular array, half-wavelength spacing
Parameters:

1 beam, 2 nulls

e Beam:

: *q=40°
AT—— { i - 200

* SNR =10 dB
eN=-110 dBm

e 18t null :
eq=-21°
oj =30°
*SNR =20 dB

e 2nd null :
o =-40°
oj =150°
*SNR =20 dB

e 3rdnull :

e =60°

ej =90°
DRDCIRDDC  SNR = 20 dB




An AJ Simulation Tool : Null-steering using MVDR method

= Analyzeradiation characteristics considering various scenarios

____¥_E__*_ _____

O Reference antenna for the MVDR method

qnl = 300;] nl = 400

qnl = 3oo’j nl = 400
an = 600!] n2 = 1500

DRDC IRDDC



An AJ Simulation Tool: A Case Study

paasom-data (Array Factor) 90°
12(1"///’ -0 60°

P

270°
p)

paasom-data (Array Factor) 90°

-120°

DRDC IRDDC -90°




Outline

s Introduction

m CRPA project at DRDC Ottawa

a GAJET: An Evaluation Test bed for GPS Anti-Jam System
= An AJ simulation tool

» Concluding Remarks
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Concluding Remarks

s Test bed for the study of technologies for protection of civilian and
military GPS systems

s Each hardware and software component can be individually

modified resulting in a customizable system that can be used to
testimprovements to any sub-systems

s Design new antenna elements and new antenna arrays

s Adaptive algorithm implementation for real time processing
s Development of direction finding algorithm

s Improvement of our phased array simulation tool (PAASoM)

DRDC IRDDC
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GAJET — Antennas : FPQHA

s Feeding system miniaturisation

(RMC)

3)5 X 3 3” X 2’5II

DRDC IRDDU

2” X 2)’

3mm x 3mm

o
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GAIJET - Antennas : Reflection Coefficient

Magnitude (dB)

-RL (dB) Fmin Fmax L5 L2 L1
(GH2) (GH2)

Patch 1.04 1.59 -14 -24 -12

QHA <1.0 1.88 -29 -20 -15

DRA <1.0 1.84 -32 -28 -28

DRDC IRDDC



GAJET — Antennas : Gain

i‘:\,

DRDC IRDDC

"

Gain at boresight (dBic)

i
1.35

Frequency GHz

i
14

GaindBic)

L5

L2

L1

Patch

1.0

1.3

1.3

2.25

QHA

-1.6

1.65

0.8

0.65

0.41

DRA

1.35

3.9

2.25

2.2

3.2




GAJET — Antennas : Axial Ratio

17\7‘:);’

DRDC IRDDC

§

Axial Ratio (<IB)

i i
1.35 1.4
Frequency GHz

AR (dB)

Max*

L2

L1

Patch

3.5

1.75

1.45

2.5

* Within GNSS
frequency band

QHA

2.0

1.3

1.4

2.0

(1.15-1.61 GHz)

DRA

1.6

0.85

0.95

1.3




Magnitude (dB)

GAJET — Antennas : Axial Ratio vs Elevation

AR ws El {interp )

——F=1575GHziL1)
F=1225GHziL2)
F=1175GHzi(L5)

Magnitude (dB)

B e s on

L R = v (o T

L [ F 155G L)
———F=1225GHZ(LD)|
—— P = 1175CHz(L5) |.

o 1
% IV A
o] 1 1 [ b 1 1
800 80 40 20 0 2040 60 80 0
Elevation angle (deg.)
10 T T T T T T T T T
Qb | TR EETE LY
Y| =—==F=1225GHz(L2)
sl B == F=1175 GHz (L5} |
o
=
Lab]
=
=
=
o
o
=
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